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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 092746 
ORIGIN ARA-14 

INFO OCT-01 EUR- 12 NEA-10 ISO-OO SNM-05 COME-OO H-01 
DEAE-00 CA-01 EB-08 TRSE-00 XMB-02 NSC-05 /059 R 

DRAFTED BY ARA/RPP:JFKEANE:BT 
APPROVED BY ARA/RPP:CEFINAN 
EUR/SOV :W. EDGAR (DRAFT) 

ARA/AND:D.COX (DRAFT) 

ARA/PAN:J.HAAHR (DRAFT) 

NEA/ARP:D.WINN (DRAFT) 

S/NM:M.CHESHES (DRAFT) 

ARA/CEN :D.JOHNSON (DRAFT) 

COMMERCE:H.HEISS (SUBSTANCE) 

EUR/WE: S . WARELL (PHONE) 

087445 120040Z/61 

R 1 1201 1Z APR 78 
FM SECSTATE WASHDC 
TO AMEMBASSY BOGOTA 
AMEMBASSY PANAMA 
AMEMBASSY ABU DHABI 
AMEMBASSY SAN JOSE 
AMEMBASSY MOSCOW 

CONFIDENTIAL STATE 092746 

E.O. 11652:GDS 

TAGS:SNAR 

SUBJECT:DOCUMENT SEARCH REQUESTED BY THE HOUSE SELECT 
COMMITTEE ON NARCOTICS ABUSE AND CONTROL 

REF: STATE 068327 (NOTAL) 

1 . THE DEPARTMENT HAS BEEN REQUESTED BY THE HOUSE SELECT 
COMMITTEE ON NARCOTICS ABUSE AND CONTROL TO MAKE A DOCU- 
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MENT SEARCH RELATED TO AN ONGOING INVESTIGATION INTO 
ALLEGED ILLICIT ACTIVITIES (LAUNDERING OF FUNDS, SHADY 
BUSINESS TRANSACTIONS, COMPLICITY IN DRUG TRAFFICKING) OF 
FLORIDA-BASED FINANCIAL CORPORATION, WFC, INC. (AKA: WORLD 
FINANCIAL CORPORATION, WFC GROUP) AND ITS CHAIRMAN 
GUILLERMO HERNANDEZ CARTA YA. MISSIONS ARE REQUESTED TO 
MAKE A SEARCH OF FILES AND PROVIDE INFORMATION BEARING ON 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


THE FOLLOWING QUESTIONS THAT WERE POSED BY THE COMMITTEE. 
MISSIONS ARE NOT REPEAT NOT REQUESTED TO MAKE OUTSIDE 
INQUIRIES. 

2. FOR MOSCOW AND LONDON: DO YOU HAVE ANY INFORMATION 
CONCERNING ANY BORROWING FROM THE "BANK OF MOSCOW" (SIC-: 
PROBABLY THE MOSCOW NARODNI BANKJBY WFC OR MR HERNANDEZ 
CARTA YA. OR ANY OF THE INDIVIDUALS CONNECTED WITH WFC? 

3. FOR PANAMA AND ABU DHABI: A "NEW YORK TIMES" ARTICLE 
OF MARCH 7, 1978 INDICATED THAT U.S. EMBASSY OFFICIALS 

"IN DUBAI" SAID THAT MR. HERNANDEZ CARTA YA'S PASSPORT WAS 
SEIZED BY OFFICIALS OF AJMAN WHO DEMANDED RESTITUTION OF 
MONIES - MORE THAN $35 MILLION - THAT THEY CHARGE 
HERNANDEZ CARTA YA HAD MISAPPROPRIATED. MOREOVER, HERNANDEZ 
CARTAYA IS ALLEGED TO HAVE PRODUCED A $15 MILLION LETTER 
OF CREDIT FROM THE UNION DE BANCOS, S.A. (UNIBANK), A 
BANK WHICH HAS BEEN PUT IN RECEIVORSHIP BY THE PANAMANIAN 
GOVERNMENT. POSTS ARE REQUESTED TO PROVIDE ANY INFORMA- 
TION NOT ALREADY REPORTED BEARING ON THE FINANCIAL TRANSAC- 
TIONS MENTIONED ABOVE. 

4. FOR BOGOTA: DO YOU HAVE ANY INFORMATION ON LOANS THAT 
WFC MAY HAVE CHANNELED TO COLOMBIA SINCE 1972? (IT HAS 
BEEN ALLEGED THAT WFC PLAYED A ROLE IN LARGE LOAN TO 
COLOMBIA.) WE ARE AWARE THAT PRESIDENT LOPEZ TOLD CBS 
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JOURNALIST THAT THE LOAN WAS $100 MILLION FOR IDEMA AND 
THAT HE LOPEZ, RECALLED THAT IRVING TRUST WAS PRINCIPAL 
LENDER. DO YOU HAVE ANY ADDITIONAL INFORMATION ON THIS 
LOAN OR OTHER LOANS THAT WFC MAY HAVE MADE. 

5. FOR SAN JOSE: DO YOU HAVE ANY INFORMATION LINKING 
(FNU) URRUTIA, ALLEGED TO BE "FIRST MINISTER OF THE 
INTERIOR" OF COSTA RICA, WITH CLOSE CONNECTION TO NARCO- 
TICS TRAFFICKERS? (FYI: WE OF COURSE ARE AWARE THAT 
MINISTRY OF INTERIOR WILL NOT BE FORMALLY ESTABLISHED 
UNTIL LATER THIS YEAR. HOWEVER, ALLEGATION MAY HAVE 
REFERRED TO AN OFFICIAL OF EITHER THE MINISTRY OF GOVERN- 
MENT OR MINISTRY OF SECURITY. RECORDS CHECKS HERE REVEAL 
NO RANKING OFFICIAL WITH THE ABOVE MENTIONED SURNAME, BUT 
WE WOULD APPRECIATE AN EMBASSY RECORD CHECK). VANCE 
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NNN 

CONFIDENTIAL 

PAGE 01 STATE 092746 
ORIGIN ARA-14 

INFO OCT-01 ISO-OO /015 R 

66011 

DRAFTED BY :ARA/RPP:JOHN F KEANE 
APPROVED BY : ARA/RPP/JFKEANE 

104531 121938Z/43 

R 721850Z APR 78 
FM SECSTATE WASHDC 
TO AMEMBASSY LONDON 

CONFIDENTIAL STATE 092746 

FOLLOWING REPEAT STATE 092746 ACTION BOGOTA 
PNAAMA ABU DHABI SAN JOSE MSOCW APR 1 1 

QUOTE CONFIDENTIAL STATE 092746 

E.O. 11652:GDS 

TAGS:SNAR 

SUBJECT:DOCUMENT SEARCH REQUESTED BY THE HOUSE SELECT 
COMMITTEE ON NARCOTICS ABUSE AND CONTROL 

REF: STATE 068327 (NOTAL) 

1 . THE DEPARTMENT HAS BEEN REQUESTED BY THE HOUSE SELECT 
COMMITTEE ON NARCOTICS ABUSE AND CONTROL TO MAKE A DOCU- 
MENT SEARCH RELATED TO AN ONGOING INVESTIGATION INTO 
ALLEGED ILLICIT ACTIVITIES (LAUNDERING OF FUNDS, SHADY 
BUSINESS TRANSACTIONS, COMPLICITY IN DRUG TRAFFICKING) OF 
FLORIDA-BASED FINANCIAL CORPORATION, WFC, INC. (AKA: WORLD 
FINANCIAL CORPORATION, WFC GROUP) AND ITS CHAIRMAN 
GUILLERMO HERNANDEZ CARTA YA. MISSIONS ARE REQUESTED TO 
MAKE A SEARCH OF FILES AND PROVIDE INFORMATION BEARING ON 
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THE FOLLOWING QUESTIONS THAT WERE POSED BY THE COMMITTEE. 
MISSIONS ARE NOT REPEAT NOT REQUESTED TO MAKE OUTSIDE 
INQUIRIES. 

2. FOR MOSCOW AND LONDON: DO YOU HAVE ANY INFORMATION 
CONCERNING ANY BORROWING FROM THE "BANK OF MOSCOW" (SIC-: 
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PROBABLY THE MOSCOW NARODNI BANKJBY WFC OR MR HERNANDEZ 
CARTA YA, OR ANY OF THE INDIVIDUALS CONNECTED WITH WFC? 

3. FOR PANAMA AND ABU DHABI: A "NEW YORK TIMES" ARTICLE 
OF MARCH 7, 1978 INDICATED THAT U.S. EMBASSY OFFICIALS 

"IN DUBAI" SAID THAT MR. HERNANDEZ CARTA YA'S PASSPORT WAS 
SEIZED BY OFFICIALS OF AJMAN WHO DEMANDED RESTITUTION OF 
MONIES - MORE THAN $35 MILLION - THAT THEY CHARGE 
HERNANDEZ CARTA YA HAD MISAPPROPRIATED. MOREOVER, HERNANDEZ 
CARTAYA IS ALLEGED TO HAVE PRODUCED A $15 MILLION LETTER 
OF CREDIT FROM THE UNION DE BANCOS, S.A. (UNIBANK), A 
BANK WHICH HAS BEEN PUT IN RECEIVORSHIP BY THE PANAMANIAN 
GOVERNMENT. POSTS ARE REQUESTED TO PROVIDE ANY INFORMA- 
TION NOT ALREADY REPORTED BEARING ON THE FINANCIAL TRANSAC- 
TIONS MENTIONED ABOVE. 

4. FOR BOGOTA: DO YOU HAVE ANY INFORMATION ON LOANS THAT 
WFC MAY HAVE CHANNELED TO COLOMBIA SINCE 1972? (IT HAS 
BEEN ALLEGED THAT WFC PLAYED A ROLE IN LARGE LOAN TO 
COLOMBIA.) WE ARE AWARE THAT PRESIDENT LOPEZ TOLD CBS 
JOURNALIST THAT THE LOAN WAS $100 MILLION FOR IDEMA AND 
THAT HE LOPEZ, RECALLED THAT IRVING TRUST WAS PRINCIPAL 
LENDER. DO YOU HAVE ANY ADDITIONAL INFORMATION ON THIS 
LOAN OR OTHER LOANS THAT WFC MAY HAVE MADE. 

5. FOR SAN JOSE: DO YOU HAVE ANY INFORMATION LINKING 
(FNU) URRUTIA, ALLEGED TO BE "FIRST MINISTER OF THE 
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INTERIOR" OF COSTA RICA, WITH CLOSE CONNECTION TO NARCO- 
TICS TRAFFICKERS? (FYI: WE OF COURSE ARE AWARE THAT 
MINISTRY OF INTERIOR WILL NOT BE FORMALLY ESTABLISHED 
UNTIL LATER THIS YEAR. HOWEVER, ALLEGATION MAY HAVE 
REFERRED TO AN OFFICIAL OF EITHER THE MINISTRY OF GOVERN- 
MENT OR MINISTRY OF SECURITY. RECORDS CHECKS HERE REVEAL 
NO RANKING OFFICIAL WITH THE ABOVE MENTIONED SURNAME, BUT 
WE WOULD APPRECIATE AN EMBASSY RECORD CHECK).VANCE 
UNQUOTE VANCE 
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Control Number: n/a 
Copy: SINGLE 
Draft Date: 1 1 apr 1978 
Decaption Date: 01 jan 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE092746 

Document Source: CORE 

Document Unique ID: 00 

Drafter: JFKEANE:BT 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D7801 56-0601 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t19780469/aaaacgnl.tel 

Line Count: 212 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 

Message ID: 439a61b2-c288-dd11-92da-001cc4696bcc 

Office: ORIGIN ARA 

Original Classification: CONFIDENTIAL 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 4 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
Reference: 78 STATE 68327 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 22 jun 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3003235 
Secure: OPEN 
Status: NATIVE 

Subject: DOCUMENT SEARCH REQUESTED BY THE HOUSE SELECT COMMITTEE ON NARCOTICS ABUSE AND CONTROL 
TAGS: SNAR, PGOV, US, CO, PN, CS, UR, TC, WFC INC, WORLD FINANCIAL CORPORATION. 

To: BOGOTA PANAMA MULTIPLE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/439a61b2-c288-dd11-92da-001cc4696bcc 
Review Markings: 

Sheryl P. Walter 
Declassified/Released 
US Department of State 
EO Systematic Review 
20 Mar 2014 

Markings: Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



